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Abstract—Compared with traditional power systems, smart
grid is designed to provide effective and secure energy services.
Data aggregation is one of the key technologies in wireless
sensor networks, which reduces the amount of data transmis-
sion between nodes by merging similar data and simplifying
redundant data, thus significantly reducing the computation
cost and communication overhead of the system. Many data
aggregation schemes have been developed for the smart grid in
the past years. However, most of the data aggregation schemes
ignore the data security and privacy protection issues of the
edge layer. To solve these problems, in this paper, we propose
an edge blockchain assisted lightweight privacy-preserving data
aggregation for smart grid, named EBDA. In this work, we
integrate edge computing and blockchain to design a three-
layer architecture data aggregation scheme for smart grid. This
new architecture supports a two-level data aggregation scheme,
which is more efficient and secure. Through theoretical analysis
and simulations, EBDA shows great superiority in terms of
resisting network attacks, reducing system computation costs and
communication overhead compared with existing schemes.

Index Terms—edge computing; blockchain; smart grid; data
aggregation.

I. INTRODUCTION

S the deep integration of the traditional power industry

and modern information technology, smart grid has at-
tracted extensive attention from both academia and industry.
As the next-generation power network [1], [2], smart grid
can provide efficient and intelligent power distribution as
well as the information exchange between users and control
center using advanced information technology and wireless
communication technology [3], [4]. In the smart grid, users
can interact with power companies via smart meters. The smart
meter monitors the customer’s home power consumption in
real-time and transmits the data to the control center, which
adjusts the power distribution and price accordingly. The
users can also change their power consumption habits in time
according to smart meters. However, due to the large-scale
deployment of smart meters, a large amount of monitoring
data will be generated and transmitted, which will bring great
computation cost and communication overhead to the smart
grid.
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Edge computing [5] is a promising distributed computing
paradigm, which provides applications with converged com-
puting, storage, and network resources at the edge of the
network close to the source of things or data. At the same time,
edge computing is also an enabling technology. By providing
these resources at the edge of the network, it can meet the
key needs of the industry in agile connection, real-time busi-
ness, data optimization, application intelligence, security and
privacy-preserving. Some previous work [6]-[9] have shown
that edge computing models have advantages over traditional
cloud computing models in real-time data processing and anal-
ysis, high security, privacy-preserving, strong scalability, loca-
tion awareness and low traffic. Therefore, the edge computing
has received extensive attention and unanimous recognition
from industry and academia. Taking edge computing based
smart grid as an example, edge server can pre-process the
collected smart meter data and then upload the pre-processed
data to the cloud server. The cloud server can effectively
adjust the power price and distribution through the control
strategy. However, due to the limited resources of network
edge devices, the existing data security protection methods are
not fully applicable to edge computing architecture for edge
devices with limited resources. Moreover, the highly dynamic
environment at the edge of the network will also make the
network more vulnerable and difficult to protect. Therefore,
Stojmenovic et al. [10] and Roman et al. [11] have pointed out
that it is a very important research direction to realize security,
high-performance collaboration and privacy-preserving among
edge servers.

In this paper, we consider the smart grid scenario based
on the edge computing. The data monitored by the smart
meter is uploaded to the local edge server, which performs the
local aggregation. Then, the specific edge server performs the
global aggregation and adds the information to the blockchain.
The control center can obtain the global aggregated plaintext
by reading the information in the blockchain. Therefore, the
control center can use smart meters to obtain the power
consumption of local area, so as to adjust the power price in
real time. In this case, we should guarantee that the global
result can only be obtained by the control center, and the
privacy of the user should be ensured. To achieve this goal,
we propose the Edge Blockchain assisted lightweight privacy-
preserving Data Aggregation for smart grid (EBDA). The main
contributions of this paper are summarized as follows:

o We propose EBDA, which combines the homomorphic
Paillier encryption and one-way hash chain techniques so
that the edge servers can not only save communication
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overheads by aggregating data from the same region, but
also can filter false data in advance, improving the secure
performance and robustness.

o We introduce the blockchain into the edge layer to im-
prove the security performance of edge layer. We present
a detailed analysis to show that EBDA can improve the
ability to resist attacks adaptably for various deployment
environments.

o We theoretically analyze the computation cost and com-
munication overhead of EBDA and conduct simulations
to verify the performance of the proposed scheme. Our
simulations show that EBDA achieves the significant
reduction in both computation cost and communication
overhead compared with the comparison schemes.

The rest of this paper is organized as follows: Section II
describes the related work. Section III describes the system
model and the design goal. Section IV describes some pre-
liminaries. Section V describes the EBDA in detail. Section
VI describes theoretical analysis of the EBDA. Section VII
describes performance evaluation of the EBDA. Finally, we
conclude this paper in Section VIII.

II. RELATED WORK

Data aggregation technology means that the intermediate
nodes in the network do not directly transmit data after re-
ceiving the data from the predecessor node, but preprocess the
received data, and forward the calculated single-dimensional
data to the successor node. Since data aggregation aggregates
multidimensional data into single-dimensional data according
to certain operations, data aggregation can reduce data re-
dundancy and communication overhead. Since the computing
power and bandwidth resources of nodes are limited, data
aggregation can increase the lifecycle of the network. Data
aggregation is one of the key technologies in the Internet
of Things. In addition, the privacy protection nature of data
aggregation can ensure the privacy of sensitive data in the
process of data aggregation, which has become a research
hotspot. In this section, we describe some data aggregation
schemes for privacy-preserving that are similar to our EBDA
application scenarios.

To protect the data integrity of wireless sensor networks,
Shen et al. [12] proposed an identity-based converged signa-
ture algorithm that both preserved data integrity and reduced
the communication overhead and storage costs of wireless
sensor networks. Wang et al. [13] proposed an identity-
based smart grid data aggregation protocol that prevented
not only unauthorized reads and fine-grained analysis, but
also unexpected false and maliciously modified messages.
From the perspective of resource limitation in edge computing
scenarios, Zhang et al. [14] proposed an efficient privacy
protection data aggregation scheme, which transformed time-
consuming signature operations into offline processing, thus
significantly reducing the load of online computing. Although
the above schemes can well reduce the system’s latency and
communication overhead, they still have a great security risk
to some extent. When the edge server receives the data from
the user layer, the external attacker may directly attack the

TABLE I
FEATURES OF EBDA AND EXISTING WORKS

Ref.
EBDA  [13] [14] [17] [19] [26]
Features
Computation cost Y Y Y Y N Y
Communication overhead Y N Y N N N
Security Y Y Y Y Y Y
Robustness Y N N N N N

edge server and try to obtain the user’s private data from the
edge servers. Therefore, servers deployed at the edge of the
network cannot be fully trusted.

The emergence of blockchain [15], [16] technology brings
new ideas to solve the trust crisis, the blockchain is decentral-
ized and tamper-proof. Guan et al. [17] proposed a smart grid
user privacy protection and data aggregation scheme based
on blockchain. To solve the problem of transaction security
in distributed smart grid energy transactions that did not rely
on trusted third parties, Aitzhan and Svetinovic [18] proposed
a scheme to use blockchain, anonymous encrypted message
flow and multiple signatures to realize the proof of concept
of a decentralized energy trading system, enabling the peers
to execute transactions securely. Liang ef al. [19] proposed a
new distributed protection framework based on blockchain to
improve the self-defense capability of modern power system
against network attacks. They also discussed comprehensively
how to use blockchain to enhance the robustness and security
of the smart grid.

There are several recent works that address the integration
of edge computing and blockchain to improve the perfor-
mance of data processing, task offloading, and distributed
control system, etc. [20]-[22]. Nguyen et al. [23] proposed
a blockchain network to transfer data processing and min-
ing tasks to mobile edge servers through wireless channels.
Casado-Vara et al. [24] proposed a new architecture with edge
computing layer and an algorithm based on blockchain to
improve data quality and false data detection. Stanciu [25]
studied the application of blockchain technology as an edge
computing platform to realize distributed control system. In the
field of data aggregation, Wang et al. [26] recently proposed
a blockchain based secure data aggregation strategy to restrict
task receivers to search and accept tasks. This work integrated
blockchain and edge computing to obtain high throughput and
low transaction latency of data aggregation task allocation.
However, the performance of data aggregation is not improved
through the integration of blockchain and edge computing.

In this paper, we integrate blockchain and edge computing
techniques in data aggregation scheme. By integrating edge
computing, EBDA can take full advantage of local computing
resources, reducing the computation cost and communication
overhead. We also introduce the blockchain into the edge
layer to improve the security performance of edge devices and
the ability to resist attacks adaptably for various deployment
environments. We compare the features of our EBDA with the
existing works in Table 1.
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III. SYSTEM MODEL AND DESIGN GOAL

In this section, we present the system model, attack model,
and our design goals.

A. System Model

We consider an edge blockchain assisted smart grid system,
which is composed of three layers: the user layer, the edge
layer, and the cloud, as shown in Fig. 1:

1) The cloud layer: The cloud is composed of the control
center (CC) and the trusted third authority (TA). TA is a
fully trusted third authority, so it plays a critical role in
the whole system. TA distributes public parameters and keys
to all entities in the power system. After completing the
specified tasks, TA will go offline. CC has the ability to read,
analyze, store and manage the aggregated ciphertext provided
by the edge blockchain automatically in real-time. Note that, to
facilitate the control center to monitor the power consumption
at a certain time, the control center reads the data every 7
minutes.

2) The edge layer: The edge layer divides the smart grid
coverage into n regions, that is, the data of each region will be
pre-processed by the specific edge server. In order to guarantee
the security and integrity of data in the edge layer, our
scheme adopts the Distributed Voting Authorization Certificate
(DVAC) in the edge layer. During the system initialization
phase, each edge server broadcasts its computing resources
and network status to other edge servers. When each edge
server receives these information, it votes on the edge servers
based on these information. It is worth noting that each edge
server has only w voting rights and cannot vote on the same
edge server more than once. TA is responsible for counting
the voting results, selecting w edge servers with the highest
voting results as candidate nodes, and broadcasting the results
to these selected nodes. These selected candidate nodes will

negotiate a block right ownership order based on their network
status. We define the master node as a candidate node with the
block right ownership. When the candidate node is selected as
the master node, it first collects the transaction information
from the whole edge layer, then packages the transaction
information into the block, and finally broadcasts the block to
the other candidate nodes. The other candidate nodes validate
the block and vote on it. If most of the candidate nodes agree
on its validity, the block becomes an irreversible block in the
blockchain.

3) The user layer: The user layer is a further division of
the n regions of the smart grid. We consider that there are m;
households in region ¢, and each household deploys a smart
meter to monitor its power consumption. We denote ES; as
the edge server in ¢ — th region, and SM;; as the j —th smart
meter in region ¢, where j <= m;. SM;; will measure the

user’s power consumption data d;; and then transmit the data
to ES;.

B. Attack Model

In our attack model, we assume that there are some external
attackers. These attackers try to break into smart grid systems
and try to gain access to users’ private data. We refer to the
attack as forgery data injection attack, which can be launched
in two ways. First, the attackers may eavesdrop on or tamper
with user information in the communication channels between
nodes. Second, the attackers may break down nodes and
directly access or modify the database information in nodes.
Next, we discuss the possible attacks in the user layer and the
edge layer, respectively.

1) The user layer:

In the user layer, attackers may launch the first kind of
forgery data injection attack on the communication channel
between smart meters and edge servers. The attackers can
eavesdrop or modify the information in the channels.

In addition, attackers try to launch the second kind of
forgery data injection attack to directly attack the smart meter
and want to access or modify the users private data.

2) The edge layer:

In the edge layer, attackers may launch the first kind of
forgery data injection attack on the communication channel
between edge servers. First, when the edge server transmits
local aggregated data to the master node, attackers may
break into the communication channel and tamper with the
local aggregated data results. Second, when the master node
generates and broadcasts the new block to the candidate nodes.
At this time, the attackers may invade the broadcast channel
and modify the block content. Moreover, the candidate node
verifies the block and sends the verification to the master node.
At this time, attackers may invade the communication channel
between two nodes and attempt to tamper with the voting
result.

In addition, attackers try to launch the second kind of
forgery data injection attack to directly attack the edge server
and want to access or modify the user’s private data.
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C. Design Goal

Our design goal is to design a data aggregation for smart

grid satisfying the following desirable goals:

« Confidentiality: Confidentiality is a fundamental require-
ment in data transmission. Even if an attacker can eaves-
drop on communication channel, which cannot achieve
access to the user’s private information.

o Integrity and Authentication: Integrity is used to ensure
that data is not tampered with during transmission. Au-
thentication ensures the validity of the data source, that
is, encrypted reports are generated by legitimate users.
When the report is read, both the edge server and the
control center can detect any unauthorized or modified
report.

« Robustness: The proposed scheme should be robust, so
that even if some smart meters fail at some point, the edge
server can still complete the data aggregation, and further
provide the power consumption in the corresponding area
for the control center.

o Privacy-preserving: Attackers cannot directly access the
smart meter’s user privacy data, even if they success-
fully launch forgery data injection attack. Although the
control center can obtain the aggregated plaintext in the
blockchain, it cannot directly obtain the user’s data.

o Efficiency: The resource utilization of the proposed
scheme should be efficient, that is, the computation cost
and communication overhead of the power system should
be as small as possible.

Frequently used notations in this paper is given in Table II.

IV. PRELIMINARIES

In this section, we briefly review the basic technologies used
in our proposed scheme.

A. Blockchain

Blockchain can be considered as a distributed storage ledger
that records transactions in sequence with timestamps, which
is maintained by many distributed nodes through consensus
protocol. Blockchain has the following three important char-
acteristics:

o Decentralization: Different from the existing centralized
system, all nodes in the blockchain are peers, jointly re-
sponsible for maintaining the entire network and building
a decentralized environment. The decentralized nature of
blockchain can greatly improve the security performance
of the whole system.

e Transparency and traceability: All transactions in the
blockchain are public and distributed, and each node
stores all transactions in the blockchain. Users can query
transaction information through the public interface pro-
vided by blockchain. The blocks in the blockchain are
linked in sequence through a linked list structure, en-
suring that users can trace transactions along with the
blockchain.

TABLE I

FREQUENTLY USED NOTATION

Notations Definition

ES; Edge server in region ¢

SM;; j-th smart meter in region ¢

k Length of bilinear pairings parameters

Et Length of prime numbers

l Length of one-way hash chain parameters

h Hash function of one-way hash chain

Hi,Ho Hash functions in data aggregation and signature

G1,G2 Cyclic addition group, Cyclic multiplication
group

(N, g) Public key of Paillier encryption algorithm

(A ) Private key of Paillier encryption algorithm

@ = (a1,a2,...,an)  Super-linear sequence

m; Number of smart meters in each region 4

H C; One-way hash chain of SM;;

hij_s Element of the hash chain of SM;; in time slot
s

bij Constraint parameter to improve the robustness of
ciphertext of SM;;

0 Computation resource status of E.S;

(N, gi) Public key in region ¢

Cij Ciphertext of user data of SM;;

macijs Mask of ciphertext c;; in time slot s

C; Aggregation result of user data in region ¢

C Aggregate result for all user data

Seqi List of candidate nodes

Seqa List of master nodes

e Tamper-proof: Since the blocks are linked by a linked
list structure, the block header of each block contains
the hash address of the previous block. In addition, the
hash address of each block is based on the block content.
Therefore, if an attacker tries to modify the contents of
the block, the attacker will pay a huge cost.

B. One-Way Hash Chain

The one-way hash chain is a fundamental encryption tech-
nology, and is widely used in data flow verification, its
structure is shown in Fig. 2.

I e N et [V e KN

Fig. 2. The structure of the one-way hash chain

For given a secure hash function h : {0,1}* — {0,1}!,
a one-way hash chain is composed of a set of values
{ko, k1, ko, ....kn} for n € Z where k, € {0,1} is a
randomly chosen value, and

ki:h(ki—kl)vi:Oavaa"'an*]- (1
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l is responsible for ensuring the length of the one-way hash
chain parameters. One-way hash chain has the following
characteristics, for given k; in a hash chain, it can compute
kj, where j < 7; however, it is almost impossible to compute
k;, where [ > 1.

C. Bilinear Pairings

Let G1, G2 be a cyclic addition group and a cyclic multipli-
cation group of prime order g, respectively. Let Py € G; be a
generator. We define e as a bilinear pairing if e : G; X G1 —
G2 is a mapping satisfying the following properties:

« Bilinear: For all a,b € Z,
e(aPy,bPy) = e(Py, Py)** @)

o Non-degenerate: Py should satisfy e(Py, Py) # 1,
o Computable: For all Py,Q € Gi, e(FPy, Q) should be
computable.

D. PFaillier Encryption Algorithm

Paillier encryption has the homomorphic encryption prop-
erty, which is widely required in many privacy protection ap-
plications. Note that Paillier encryption algorithm has provable
security against the chosen plaintext attack, and its correctness
and security have been proved in [27]. Specifically, the Paillier
encryption algorithm is composed of three parts, namely: key
generation, encryption, and decryption.

« Key Generation: Given a security parameter k', choose

two large primes p1,qi, where |p1| = |q1| = k™, then
compute
N =piq €)]
and
A=lem(pr —1,q1 — 1) 4

, define a function

L(u) = (&)

, choose a generator g € Z3,

4= (L(g* mod N?))™ ' mod N 6)
is further calculated. Finally, the public key pk = (N, g),
and the corresponding private key sk = (A, u) are
obtained.

e Encryption: For a given message M € Zy, choose a
random number r € Z%;, and calculate the ciphertext

c=E(M)=g¢™ .Y mod N? (7)

o Decryption: For the given ciphertext ¢ € Zy., the
corresponding plaintext is

M = D(c) = L(c* ™ NQ) - pmod N 8)

V. EBDA SCHEME

In this section, we propose EBDA for modern smart grid
systems. This section is specifically divided into system initial-
ization, user data report generation, edge layer data processing,
and control center data analysis. The system initialization
phase is primarily responsible for assigning parameters to
other entities in the system. User data report generation,
edge layer data processing and control center data analysis
correspond to the three-layer architecture given in our system
model. The data information in the user data report generation
stage will be transmitted to the edge server, and the data will
be added to the blockchain after the edge server completes
the data pre-process. The control center will get the content
it wants by reading the blockchain, and then process the data
through its private key. The process of EBDA is shown in
Fig.3.

A. System Initialization

1) Paillier parameter generation: Let k, k* be security
parameters. TA generates bilinear pairings (g, Py, G1, G2, ¢)
by running gen(k), where k is length of bilinear pairings
parameters. Then TA calculates the Paillier algorithm public
key (N = p1q1,9), and the corresponding private key (A, u),
where p1, g1 are two large primes with |[p1| = |1 = k+. kT
is the length of the large prime numbers.

2) Operation parameter generation: The length of the data
d;; measured by each smart meter will not be greater than
the fixed value d. Then, TA chooses a super-linear sequence
a = (a1, as,...,a,), where a; = 1 and as, ..., a, are large
primes. Finally, TA selects a set of sequences (g1, g2, -, Gn)>
where

g =g9", i=1,2,...n 9)

(N, g;) is the public key corresponding to each FE.S; region,
and the value of each g; is determined by a;.

To ensure the security of edge server identities, TA selects
a random prime number z; used as the private key for each
edge server ES;, and calculates its public key y; = x; Py. In
addition, TA chooses two secure cryptographic hash functions
Hl,HQ, where Hl : {0, 1}* — ZI*V,HQ : {0, 1}* — G.

3) Hash chain parameter generation: To ensure the se-
curity of the smart meter SM;;, TA selects a security hash
function h, where h : {0,1}* — {0,1}". In the proposed
scheme, the control center reads the entire area’s power data
every n minutes. To ensure data continuity, SM;; needs to
generate the user’s power consumption with a smaller time
interval. Here, we further divide 7 into w time slots, as shown
in Fig. 4.

At each time slot, each SM;; generates power consumption
of users. Therefore, we must ensure that data are secure
and can be correctly received T})y edge servers. To satisfy
this requirement, TA builds ) m; one-way hash chains

i=1
HCY HCY,...,HC!, , where i = 1,2,...,n. The length of
each chain

i?

HCY = {hij_0,hij 1 - hij_w} (10)
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isw+1, 5 € {1,2,...,m;}, where h;; , € {0,1}l is a
randomly selected number, and

hij_s = h(hij_(s+1)|Ts+1) (11

hij_s is used for data authentication in time slot 7. TA will
digitally sign the ;9 on the heads (hi1_o, hi2_0, -, Pim;_0) Of
all hash chains in the same area to ensure the integrity of these
hash chains.

4) Constraint parameter generation: TA runs the pseudo-
random generator and generates a random numbers ¢;; € Zy,
where: = 1,2,...,n, 5 = 1,2, ..., m;, as a constraint parameter
for each SM;; and computes

bio = —(¢i1 + diz + - - - + dim,) mod N

as a constraint parameters of ES;. Note that, ¢;; and ¢4

my
satisfy > ¢;; = 0 mod N.

s=0,1,2,...,w—1

(12)

=0

5) leae block right ownership sequence generation: The
edge server ES; uses 0; to represent its computation resource
status. Each edge server broadcasts its own 0; in the edge layer.
When the edge server has collected the status of computing
resources from all other servers in the edge layer, the edge
server votes on the network to select the w edge servers as
candidates nodes that it considers to have the best perfor-
mance. TA is responsible for statistical analysis of the voting

E Control
E = center

Edge

- |
MR ..

,,,,,,,,,,,,,,,,,,,,,,,,,, :
Data Processing in Edge i
Computing Layer !

|
Data Analysis in Control |
Center !

| . .
| assign the related parameters via
| _ _securechannel - ]

The control center uses
the private key and
algorithm 1 to analyze
the data of the secondary
aggregated ciphertext in
the blockchain and
extract the power
consumption of each
region.

Step1:Verify the integrity of the
ciphertext message received
Step2: Transaction generation
Step3: Transaction processing in
master node

Step4: Block generation

Step5: Blockchain generation

results among the servers, and finally determines the w edge
servers with the best performance. Then, TA passes this list
Seq to these edge servers that have won the election. These w
edge servers negotiate the order of block right ownership Sego
at different moments according to their respective computing
resource status, and broadcast the order to the edge layer.

Finally, TA chooses some of the above parameters as public
parameters for the whole system:

pUbS = {an07G17G2363N3

(13)
91, 92, "'7gnaH17H27h}

After completing the setting of the above parameters, the TA
assigns the remaining parameters to each entity in the system
model, as follows:

o For each SM;;, i € {1,2,...,n}, j € {1,2,...,m;}, TA
assigns the secret hash chain (10), and the corresponding
¢ij to SM;; via a secure channel.

o For each ES;, TA assigns secret key (g;,;), the con-
straint parameter ¢;y, digital signature result oy, and
(i1, iz, vy im,) to ES;.

« For the CC, TA assigns the private key (A, 1) and function
L(p) to the control center.

B. User Data Report Generation
At each time slot T, s = 1,2, 3, ..., w, each SM;; follows
these steps to generate user power consumption d;; (d;; < d):

o Step 1: SM;; uses the corresponding secret keys
(g4, N, ¢45) to compute ¢;;:

cij = ¢ - Hi(T,)* mod N? (14)



JOURNAL OF KX CLASS FILES, VOL. 14, NO. 8, AUGUST 2015

Edge

*
EEE ..,

Candidate
nodes

Master
node

HER. HEe

/(1) Data validation

| 2) Transaction generation it /A

| (1) Data validation

| (2) Transaction generation;

| (1) Data validation

| Tran |(3) Transaction processing!
| (2) Transaction generation| "~ /,,,,4 in master node |
L ! | (4) Block generation

| (5) Blockchain generation |

Fig. 5. The execution process of data processing in edge layer.

o Step 2: When the data encryption is completed, SM;;
uses h;j s in its hash chain H C; to compute mac;;s,
which can be considered a mask:

macijs = h(cij|[hij_s) (15)
o Step 3: SMij forwards (cij,hij_s,macijs) to ES;.
Note that, SM;; can run the above steps very efficiently

specifically when H (Ts)d)” is pre-computed in advance.

C. Data Processing in Edge Layer

The servers of the edge layer mainly perform the data
processing through the following five functions. Note that, all
edge servers must perform the first two functions, but only
the master node needs to perform the last three functions. The
specific execution process is shown in Fig.5.

1) Data validation: Once receiving (c;j, hij_s, mac;;s) in
time slot T, each ES; verifies the validity of the data
according to the following steps:

o Stepl: As ES; has the authenticated h;; ¢ from oy, it
can verify the validity of each h;; s in the hash chain
HC!.

o Step2: Once the edge server has successfully verified the
validity of h;; s, ES; verifies ¢;; by computing

macijs = h(cij||hij_s) (16)
and checking whether macijS/; mac;j,. If it does hold,
the integrity of the ciphertext ¢;; is verified and received;
otherwise, it will be filtered by ES;.

2) Transaction generation: At each time slot Ty, once ES;
finishes the data validation, each E.S; aggregates the data set
through the following formula:

Ci = H Cij * Hl(Tg)(bio mod N2

Sb

7

gidij 'Hl(Ts)(b“ _Hl(Ts)¢io mod N2 (r7)

<.
Il
-

giZ:j;1 dij . Hl(TS)Z;n:lo Pij mod N2

For the above equation, we can utilize the fact of
> 2o ®ij =0mod N, to obtain > ¢;; = BN. Then
equation (17) can be represented as:

S di

Ci= g " (H(T,)) mod N2 (1)

Now, E'S; has completed the local data aggregation, and
each edge server ES; digitally signs the aggregated data to
ensure the integrity of the ciphertext:

0; = x;Ho(Cy, ES;, T) (19)

Then, each E'S; packages these results into a transaction in
the form of

Trani = (Ci,ESZ‘,O'Z‘) (20)

In our system model, w edge servers are candidate nodes,
which are responsible for maintaining and managing the edge
blockchain. Since w candidate nodes agree on the owner-
ship sequence Seqy of blocks, different candidate nodes are
responsible for generating blocks at each 75 moment. The
candidate node with block rights are also called the master
node. Therefore, at time slot 75, each ES; will transfer
transaction Tran; to the master node.

3) Transaction processing in master node: Before produc-
ing the block, the master node needs to verify the received
transactions through the following steps to ensure that all the
transactions are valid.

At each time slot T, the master node collects the transaction
information from all edge servers in the edge layer. To
improve the validation capabilities, the master node randomly
assembles all transactions into a new set

S ={Trany,Trans,...,Tran,} (21)

|4 | packages are randomly selected from S to form the
first subset Sp, and the remaining ["4% ] packages form the
second subset S3. For master node, if the following equation
is true, the transactions packages in S; are valid, otherwise
the transactions are invalid.

2 SEE
e(Po,y o) = ]] elyi, H2(Ci ESi,TY))  (22)
=1

By using the verification method described above, the bilin-
ear pairing operation costs for Sy can be reduced from 2 |4 |
to |4 | +1. Similarly, the master node verifies the transaction
in So through equation (23), and the bilinear pairing operation
costs for Sz can be reduced from 2[4 ] to [%4 | + 1.

n n

>, o= ]I

i=["% 1+1 i=["% 1+1

e(Po, e(ys, Ho(Cs, ES;,Ts)) (23)
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After transaction verification, the master node performs
the global data aggregation operation through the following
formula:

C:ﬁCi mod N?

m2 . mn . n N
g5 g T HUTL)P) mod N2

i=1

i=1

- ST dij N
[To" (1))
i=1

S diy

91 :

(24)
As (91,92, .-+, gn) satisfies the formula (9). So, the formula
(24) can be simplified as:
N
Hl(TS)B) mod N?

my . mo . ™y .
:gal Zj:l dlg .ga2 Ej:l d2] ) ijnl dn] (

=

g
N

Hi(T.)?) modN?

(25)
4) Block generation: When the master node successfully
obtains the global data aggregation ciphertext, it packages
(C,Ts) and adds it to the block header. In our scheme,
the block consists of two parts: block header and block
body. The block header contains the following attributes:
block number (block,ymber), data aggregation result (C),
Merkle Root (M erkle_root), timestamp (timestamps), hash
of previous block (Hashprevious), and hash of current block
(Hasheyrrent)-
The block body records the transaction information of all
edge servers at the time slot 7. The transactions form a
Merkle Tree, as shown in Fig. 6, where

Hash; = Ha(Tran;),i=1,2,....,n
Hashg,y = Hy(Hashg,, Hash,)
(Jf, y) = (17 2)3 (374)7 ceey (Tl - lan)

The Merkle Root is stored in the block header to ensure that
the content of the block body is not tampered or forged.

:gal Z;'n:ll dyijtaz Z;n=21 doj+--+an E;y;nl dnj (

—: L

1

.
Il

(26)

27

Hash,,

‘ Hash, Hash,‘_,,‘ ‘ Hash,

Tran, ‘ Tran, Tran, ‘ ‘ Tran,

Fig. 6. Block body

Hash,

When the transaction information is added to the block, the
master node calculates the current hash address through the
SHA-256 security encryption algorithm, as follows:

HaShcurrent :SHA256(blOCknumber; HaShprevious; 07

timestamps, Merkle_root)
(28)

Reject -
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Node
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Genesis Block 1 Block 2 Previous Hash

Block
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aggregation

Timestamp Timestamp

Merkle Root Merkle Root

Current Hash Current Hash

Fig. 7. The blockchain generation

5) Blockchain generation: To ensure the validity of the
block, the block will be broadcast among all remaining
candidate nodes. In this work, we use the DVAC consensus
mechanism. The remaining candidate nodes judge the validity
of the block, that is, whether the block content has been
tampered with. Once most of the candidate nodes reach
consensus, the block is considered valid and can be added
to the blockchain.

For the consensus condition of the candidate nodes, we
introduce the parameter 7. Only when the voting result of
the candidate node satisfies the following inequality, will the
validity of the block be recognized.

L (29)

The parameter K represents the candidate nodes that rec-
ognize the validity of the block (K represents the number
of remaining candidate nodes with opposite opinions), F'
represents the number of candidate nodes, and 7 is a threshold
that must be greater than 50% to ensure that the majority
of nodes in the blockchain network reach consensus. The
blockchain generation process is shown in Fig. 7.

D. Data Analysis in Control Center
The control center reads the blockchain information every
n minutes. The control center decrypts global aggregation
ciphertexts in the block header through the Paillier decryp-
tion algorithm. To make it easy to decrypt the aggregation
ciphertext, we define symbols M and R:
mi mo
M = alzdlj +a22d2j +
j=1 j=1

Mo,

et an Y dny o (30)
j=1

€2y
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Then the ciphertext C' can be converted into the form of:
C = g™ . RN mod N? (32)

The final aggregation ciphertext still follows the format of
Paillier encryption, so the control center can use the private
keys (A, ) and L(u) to execute the Paillier decryption to
obtain the aggregation plaintext M:

M =D(C)=L(C*™N") . ymod N (33)

The ultimate goal of control center is to obtain the fine-
grained power consumption of each area. To achieve this goal,
the control center uses Algorithm 1 to obtain area data, and
extracts (D1, Ds, ..., D,,) from M, where

Di :ZJ;I d’Lj,Z: 1,2,...,” (34)

Algorithm 1 Aggregated area report extraction

Input: M and @ = (a1,a2,a3,...,a,);

Output: (Dq, D, ..., Dy,);
1. Let X,, = M;
2:fori=mn;i>1;,71— — do

3 X;—1 = X; mod a;;
. o Xi—Xi1 _ NY™Ma g
4 D= = ijl dij;

5: Dy =X, :Z;’lzll dlj;
6: end for
7. return (Dy, Da, ..., Dy);

VI. THEORETICAL ANALYSIS

In this section, we present the theoretical analysis, demon-
strating that EBDA can achieve the design goals of confiden-
tiality, privacy-preserving, authentication, integrity, and fault-
tolerance.

A. Confidentiality and Privacy-preserving

In the user data report generation phase, each d;; sensed
by SM;; and the constraint parameter ¢;; are added in
the Paillier encryption algorithm to get the ciphertext c;;.
Meanwhile, the local data aggregation operations utilize the
additive homomorphic attributes to aggregate the ciphertext c;;
in the same area, and the form of aggregated ciphertext can
be expressed as C;. Similarly, in the global data aggregation
operation phase, we can get C'. According to (30) and (31), we
can find the final aggregated ciphertext (32), which follows the
Paillier encryption system. Note that, the Paillier Cryptosystem
is provably secure against chosen-plaintext attack [27]. There-
fore, the confidentiality of both individual power consumption
d;; and aggregated plaintext M are guaranteed.

Even if some attackers could break into the communication
channel between the user layer and the edge layer or between
the edge layer servers, these attackers cannot get any private

data about the user from the encrypted ciphertext. On the one
hand, in our system model, although the edge server collects
the data set from all the smart meters in the same area and pre-
process the data, the edge server cannot decrypt the ¢;; without
the private key. The edge servers can only aggregate local data
directly and transmit the local data aggregated result to the
master node. Thus, even if the attacker succeeds in breaking
into the edge server, he cannot read any private information
about the edge server. On the other hand, when the control
center reads the related information in the blockchain, which
recovers it as the sum of each smart meter’s data in the same
area (D1, Do, ..., D) and store the results of these aggregated
plaintext in the local database. Even if some attackers succeed
in breaking into the control center, the attackers still cannot
obtain the individual power consumption d;;. Based on the
above analysis, the confidentiality and privacy of each entity
in EBDA can be protected.

B. Authentication and Integrity

In our EBDA scheme, to authenticate the data source for
each slot, the one-way hash chain technology is used in this
work. Each smart meter has a unique HC?, which is generated
by TA. For each smart meter SM;;, the hash value h;;_(s_1)
was verified in 7T_;. According to

hij (s—1) = h(hij_s||T5)

, we can authenticate the validity of h;; ;. Since the hash
function is unidirectional, it is difficult to compute h;;_s from
hij_(s—1). Therefore, we can verify h;; s to determine the
validity of the data source. Once h;; , validation fails, the
edge server assumes that the transmission has been hacked by
an external attacker and denies this call.

The BLS [28] short signature and blockchain technology
are used to guarantee data integrity. When any edge server
E'S; completes the first data aggregation of its area data, it
uses the BLS short signature technique to digitally sign the
content in the form of (32). Since the BLS short signature
is provably secure under the Computational Diffie-Hellman
(CDH) problem in the random oracle model [29], the source
authentication and data integrity can be guaranteed. After the
master node and the candidate node verify the integrity of the
block through the distributed voting mechanism, this block is
added to the blockchain. Since the blockchain is tamper-proof,
the integrity of the data in the blockchain can be guaranteed.

(35)

C. Robustness

If some SM;; break down, E'S; cannot receive m; data set.
This scenario prevents the edge server from getting the correct
data format, affecting the decryption of the data in the control
center. Here, we denote U; as the set of all smart meters in
the area i and U, as the set of failed smart meters in the area i
(Ui, C U;). When ES; collects data at time slot T, E'S; adds
all faulty smart meters to the set Ui/ . Then, ES; computes

, > iy

H, (Ts) - H, (Ts)jeU,f (36)



JOURNAL OF KX CLASS FILES, VOL. 14, NO. 8, AUGUST 2015

and performs the following local data aggregation operation:

Ci=H\(T,) [[ ey Hi(To)*® mod N?
jeUi/Uf

—H, (TS)ZJ-EUZ{ bij ) H g;jij H, (Ts)@j'Hl (Tg)¢i0modN2
jEUVUT

S oo U, bijtdio
d;; JEU; JETY 4
= I ¢)m@)

g
Jj€ /U£

mod N2

Z.iEUi/ ’ di'j my
=g, " H(T)>=% mod N?
(37
Therefore, even if some smart meters fail, our scheme can
still provide the correct data aggregation results.

VII. PERFORMANCE EVALUATION

In this section, we evaluate the efficiency of our EBDA
scheme in terms of the security performance, the computation
cost, and the communication overhead. We first compare the
EBDA scheme with the traditional scheme, which do not in-
tegrate with the blockchain. The traditional scheme represents
the data aggregation scheme without edge blockchain assis-
tance in three-tier architecture smart grid system. Compared
with the traditional scheme, EBDA has a stronger adaptability
and ability to resist attacks. In other words, when encountering
the same attack, EBDA is less likely to be attacked for vari-
ous deployment environments. Then, we compare our EBDA
scheme with two existing data aggregation schemes, EPPA
[30] and LPDA-EC [14], both of which are designed based
on homomorphic encryption scheme. Specifically, simulations
are performed to demonstrate the actual efficiency of EBDA.
The simulations are conducted on the machine with Intel Core
i5-8250U CPU @ 1.80 GHZ and 8.00 GB RAM.

A. Security Performance

In this subsection, we analyze the security performance
of the EBDA scheme. We compute the probability that the
attacker successfully launches the forgery data injection attack
in the edge layer. We compare the EBDA scheme with
the traditional scheme through both theoretical analysis and
simulations.

Since our goal is to improve the security performance
of edge layer through the introduction of blockchain, we
only consider the case of attacking against the edge layer.
We consider three attack methods and calculate the average
probability of a successful attack in each scheme. For both
schemes, the same preconditions are applied: (1) attack targets
are limited to edge servers and control center; (2) if the
attacker wants to launch a successful forgery data injection
attack, which is also called network attack, he needs to
control at least f(f < n) servers; (3) all attack methods are
independent.

For the traditional scheme, a cyber attacker may launch an
attack in three ways: (1) attack edge servers and forge data in
the data aggregation stage; (2) intercept packets in the channel

and tamper with the information; and (3) attack the control
center to modify the contents of the database.

Suppose that in the first case of traditional scheme,
the probability of the attacker hijacks each edge server is
(A1, A2, .y Aiy ooy Ap) for every edge server, where 0 < \; <
1;2 = 1,2, ...,n. The attacker needs to hack into corresponding
f edge servers, with probability

!
Hi:l

Suppose that in the second case of traditional scheme, the
probability of the attacker successfully invading the chan-
nel between the edge server and the control center is
(M1, M2, ey Wiy ooy ), Where 0 < m; < 134 = 1,2,3,...,n.
Since the attacker needs to hijack f corresponding communi-
cation channels, the probability of a successful attack is:

Pay = Hj:l

For the last situation, we use p to refer to the probability that
an attacker successfully hijacks the control center and modify
the data, where 0 < g < 0.1. Finally, the probability P, that
an attacker successfully launches a cyber-attack in traditional
scheme can be calculated as:

1 f f
P, = g(H/\i-i-Hm-ﬁ-M)
i1 =1

For the EBDA scheme, a cyber attacker may launch an
attack in three ways: (1) attack edge servers and forge data in
the data aggregation; (2) intercept packets between the master
node and the remaining candidates nodes, and tamper with the
information; (3) attackers steal the identity of the candidate
node and tamper with the voting results. Note that we don’t
consider the situation that the control center is attacked in
EBDA since no data is stored in the control center in EBDA.

Next, we analyze the security performance of EBDA. The
probability of the attacker stealing the key of each server is
(ﬁl,ﬁg, ceey /Bi, ...,Bn), where 0 < Bi < 171 = 1, 2, 3, ceey N
We use (A1, Ao, ..., Aj, ..., A, ) Tepresents the probability of
hijacking the corresponding edge server, where 0 < ); <
1;9=1,2,...,n. The attacker must hijack f edge servers and
obtain the corresponding secret key information to encrypt the
forged data information. Therefore, in this case, the probability

of success is:
y— f
By, = (Hi:1 Ai) - (I_L,:1 Bi)

For the second situation in EBDA, there are w candidate nodes
in the edge layer for maintaining the blockchain together, so
the number of communication channels between the master
node and the remaining candidate nodes during the consensus
stage is w(w — 1)/2 . We assume that the probability for
attackers to tamper with the block when transmitting from one
node to another is denoted as (71,7z, ..., Ju(w—1), ), Where
0 <7 < L;i=12,...,wlw—1)/2 . The attacker must
hijack at least

P, = Ai (38)

i (39)

(40)

(41)

k = ceil[r - W

communication channels in order to launch a successful attack,
where 7 is the voting threshold. In addition, the attacker

] (42)
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must also obtain the key of f nodes. Therefore, the success
probability of launching this attack for this situation is:

k

=1 (I, 5
For the third situation in EBDA, the attacker tries to steal
the identity of the candidate node and tamper with the voting
results. The attacker also needs to hijack at least k = ceil(T-w)
candidate nodes and obtain the keys of f nodes to complete
a successful attack. In this situation, the succcess probability
of the attacker is:

ko— !
By, = (H¢:1 Ai) (l_L,:1 Bi)
Therefore, the overall successful probability, P,, of launching
this attack for EBDA, can be computed as:

! ! ! k !
[(H/\T) ([T +qTm - 180+ (H/\T) ~([Te

i=1 i=1 i=1 i=1

(45)
The above performances against attacks are summarized in
Table III.

(43)

(44)

=

P, =

W =

TABLE III
SUCCESSFUL PROBABILITY

Schemes Successful probability

f f
Traditional scheme %( i+ I mi+nw)
i=1 i=1

7

EBDA [

According to the above analysis, we give the mathematical
expression of the attacker successfully launching a network
attack. By comparing (45) and (40), we can find that (45) is
less than (40). However, since there are many variables in each
function, we cannot directly and quantitatively measure the
difference. Therefore, we introduce the Monte Carlo method.
We use the Monte Carlo method to simulate two schemes.
We consider that the edge layer has 100 edge servers and the
control center has a cloud server. Then, we consider that the
percentage of edge servers that the attacker needs to manipu-
late ranges from 10% to 100%; thus, the parameter f changes
from 10 to 100. Meanwhile, all values of (\;,7:, \i, Bi, ;)
are randomly distributed in [0.9,1], the value of y is in [0,0.1],
and the range of 7 is [0.5,1]. In each simulation execution, the
values of these parameters are randomly selected. The value
of w is in [6, 100]. The number of simulations is defined as
1000.

The comparison depicted in Fig. 8 clearly shows the ad-
vantages of the EBDA scheme. When attacker hijacks the
same number of edge servers, the probability of EBDA scheme
being attacked successfully is much lower than the traditional
scheme. Most importantly, we can see that the security per-
formance of EBDA scheme is significantly improved with
the increasing of the number of candidate nodes. Therefore,
we can dynamically adjust the number of candidate nodes
according to the deployment environment of smart grid.

B. Computation Cost

In this subsection, we analyze the computation cost of the
whole system. We assume that the number of edge servers
changes from 5 to 50 one by one, and each edge server is
responsible for 20 smart meters. To measure the performance
of the proposed scheme, we compared EBDA with two exist-
ing schemes: EPPA and LPDA-EC. Both schemes are based
on the homomorphic encryption algorithm, which is similar to
our scheme. We define the RSA modules NV and the parameter
po as 1024 bits and 160 bits, respectively. For convenience,
we define T, ,Tk,, T, Tp as the exponentiation operations
in Z}., the exponential operations in G, the multiplication
operations, and the bilinear pairing in G, respectively. We
use the Type A curve of Pairing-Based Cryptography (PBC)
library [31] to implement these operations. Table IV lists
the operations and the corresponding running time. Note
that, since the cost of hash operation is negligible compared
with exponential operation and multiplication operation, the
computation cost of hash operation is not considered in our
evaluation.

TABLE IV
RUNNING TIME OF OPERATIONS

Notations  Descriptions Time cost(ms)
Tg, Exponentiation Operation in ZJ*VZ 1.60

Tr, Exponentiation Operation in G 1.62

T Multiplication Operation 0.06

Tp Pairing Operation 17.70

In the user layer, the generation of ciphertext c;; requires
one exponentiation operation Tg, in Z%,, and one multiplica-
tion operation T, respectively. When the edge server receives
the data, it begins to perform the local data aggregation opera-
tion to generate the aggregation ciphertext C';, which requires
m; + 1 multiplication operations 7);. Then the edge server
performs digital signature, which requires one multiplication
operation T;. When the edge server transmits the transaction
to the master node, the master node needs to validate n — 1
transactions, which requires n+1 pairing operation 7'». When
the data validation is complete, the master node begins the
global data aggregation operation to generate the ciphertext
C, which requires n multiplication operations T;. When the
control center consults the blockchain content, it decrypts the
ciphertext with its private key, by computing equation (33),
which requires one exponentiation operation Iz, in Z%,» and
one multiplication operations 73;. To sum up, the overall
computational cost of EBDA is

> [miTe, + 2(m; + 1)Tag] + (n+1)T, + (n+ 1) Ty + T,
=1

(46)
Similarly, we compute the computation cost of EPPA scheme
and LPDA-EC scheme, as shown in Table V. Although the in-
formation in Table V cannot be accurately analyzed, combined
with Table IV, we find that the computation cost of EBDA is
significantly lower than EPPA and LPDA-EC.
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TABLE V

COMPUTATION COST

Schemes Computation cost
n
EPPA Z [miTEl —+ (ml + 1)T1\4 —+ (ml + 3)Tp] + 2nTp +
i=1
nTg,
n
LPDA-EC E [ZmZTEl + 4miT1\4 + (3ml + I)TEQ] + 27LTp +
i=1
27LTE1
n
i=1
Tg,
24
-e- EPPA i
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Fig. 9. Computation cost

We can see from Fig. 9 that EBDA shows more superiority
when the number of smart meters increases. For examples,
when the number of smart meters is 800, the total computation
cost of EBDA is around 2s, which reduces by 90% and 75%
that of EPPA and LPDA-EC, respectively. We can conclude
that EBDA can significantly reduce the computation cost, and
shows great expansibility.

C. Communication Overhead

The communication overhead of EBDA consists of com-
munication overhead between smart meter and edge server,
and communication overhead between edge server and master

Percentage of edge servers that attacker needs to manipulate

(b) 50 candidate nodes in EBDA

60 70 80 90 100 10 20 30 40 50 60 70 80 90 100

Percentage of edge servers that attacker needs to manipulate

(c) 100 candidate nodes in EBDA

node. For the convenience, we only consider the communica-
tion overhead of one region. First, the smart meter generates its
own data report and sends it in (¢;;, hi; s, mac;js) to the edge
server. The size is Syser—edge = |Cij| + |hij_s| + |macijs| =
2368 bits if we define |N?| 2048 bits, |pg] = 128
bits. Therefore, at each time slot, the overall communication
overhead between smart meters and edge server is Sg
my - Suser—edge-

Next, we analyze the communication overhead between
edge server and master node, the edge server performs the
local data aggregation, aggregates m,; encrypted ciphertexts,
generate a transaction package (C;, ES;, 0;), and then transmit
the transaction to the master node. After performing the local
data aggregation, the communication overhead in the system
can be significantly reduced, reducing from the original Sg to
Sedge—master = |Ci| + |ES;| + |o;| = 2368 bits. This means
that the communication overhead is independent of the num-
ber of smart meters. We conclude the above communication
overheads in Table VI.

TABLE VI

COMMUNICATION OVERHEAD

Schemes Communication overhead

EPPA m; (160 + |ci5| + Ts 4+ 160 + 160) + [ES;| + [C| + Ts +
160 + o]

LPDA-EC  m;(160 + |ci5| + Ts + 160) + |ES;| + |Ci| + Ts + |o]

EBDA mi(leij| + [hij_s| + |macijs|) + |Cil + |ES;| + |o]

We depict the communication overhead of each scheme
in Fig. 10. From Fig. 10, we can see that compared with
EPPA and LPDA-EC, the proposed scheme is more effective
in communication overhead, so that communication resources
can be used efficiently.

In conclusion, EBDA shows great superiority in terms of
security performance, computation cost, and communication
overhead, comparing with the existing schemes. EBDA is a
lightweight, low cost, and low risk data aggregation scheme.

VIII. CONCLUSION

In this paper, we have proposed an edge blockchain assisted
lightweight privacy-preserving data aggregation for smart grid
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(EBDA). EBDA can not only filter the forgery data at the
user layer in advance, but also be robust. Even if some smart
meters are offline, the local data aggregation operation can
still be completed. EBDA not only integrates edge computing,
but also incorporates blockchain technology. When the master
node completes the global data aggregation, the aggregated
results will be packaged into transactions and stored in the
edge blockchain. The edge layer takes advantage of the
decentralized and tamper-proof features of the blockchain, and
successfully enhances the system’s ability to resist network
attacks. Through theoretical analysis and simulation, we show
that the proposed EBDA scheme is secure and reliable. In
addition, through the analysis of computation cost and com-
munication overhead, we show that the designed scheme is a
lightweight data aggregation scheme.
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