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Abstract

Device-to-device (D2D) communication is a core technology for expanding the next generation wireless cellular network.
To deal with the security challenges and optimize the system communication quality, this paper investigates the security
and efficiency problem of D2D underlay communication in a base station cell area with the presence of malicious
eavesdroppers. Fairness and strategy space of both D2D User Equipment and Cellular User Equipment are taken into
consideration under the control of Efficiency Functions. The optimization problems are formulated as a game model series
of utility functions built on the unit price of jamming power and the amount of jamming service. We extracting the system
into a price bargain game with a buyer and a seller both desiring maximum profits, a bargaining game approach is adopted
to solve this problem by reaching an agreement of unit price. The step number of bargain process is also a restriction under
consideration. For the non-steps model, an Evaluation Function and a Comprehensive Utility Function are demonstrated to
analyze the bargain process. For steps-contained model, the step number of iteration is involved and an attenuation function
is introduced to modify the bargaining game. The algorithms of two models are proposed to derive the equilibrium point
for reaching an agreement. Finally, extensive simulations are illustrated for verifying proposed theory.

Keywords Physical layer security - Bargaining game - Price bargain - Jamming power allocation - Device-to-device
communication

1 Introduction

As an important part of the fifth generation mobile com-
munication system, D2D (Device-to-Device) communica-
tion receives more and more attention as it can improve
spectrum efficiency, share network load for the base station
and apply in emergency situations. D2D communication
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fia X station, and spectrum sharing can be enhanced by sharing
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channels with cellular users. At the same time, due to the
geographical proximity of the D2D device, the terminal
transmit power is reduced, thereby solving the problem of
lack of spectrum resources in the wireless communication
system to a certain extent and improving the energy effi-
ciency of the system. This technology can further expand
the coverage of the cellular network, benefit the user with
poor signal at the edge of the cell, and reduce the man-
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agement pressure of the core base station.
The overall performance of the wireless network can be
significantly improved [1]. These advantages have attracted
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a great deal of attention to the research on D2D commu-
nication technology in the industry.

Most previous works separate source and jammer, and
take one side as a leader. In the practical situation, both
source and jammer should be taken into consideration,
particularly in device-to-device underlay communication
because one D2D pair needs at least one jammer to help. In
addition, the previous evaluation criterion is relatively
single.

In this paper, we focus on promoting the whole quality
and efficiency in a cellular base station area, mainly eval-
uating in aspects of guaranteeing physical channel security
to DUEs and improving communication rates to CUEs. To
meet these two requirements, cooperative jammers per-
formed by CUEs are adopted to assist DUEs in resistance
to eavesdropping. Considering the selfishness of CUEs, an
incentive mechanism based on bargaining game theory is
derived to balance the concerns of both sides. We model
the system under several evaluation standards and give
priority to the overall revenue of the wireless network.
Moreover, we analyze problems under a bargaining game
theory that is suitable for a price competition with a buyer
and a seller. Different from most bargaining games, the
affection on the iteration steps is added into the algorithm
we proposed. The major contributions of this paper are
listed as follows:

1. We optimize the efficiency of whole wireless network
by maximizing the physical layer security of DUEs and
transmission rate of CUEs simultaneously. We divide
the cell area into multiple DUE-to-CUE pairs and
simplify the system as the integration of these pairs.

2. We introduce multiple evaluation criteria to refine the
system model and make it closer to the practical
situation. These criteria include total promotion of a
base station, security utilities of DUE sources, service
profits of CUE jammers, cooperation efficiency of each
DUE-to-CUE pair, and threshold of price competition.
With these criteria, a bargaining game is employed to
analyze the system model.

3. In our bargaining game, there is no leader and follower
so DUEs and CUE:s are equal to each other, we assume
that both sides can maximize its own profits self-
consciously without considering the strategies of
opponents. We obtain the strategy space of source
and jammer in each DUE-to-CUE pair. On the basis of
the strategy space, two algorithms are proposed to
demonstrate the price bargaining game under non-steps
model and steps-contained model respectively.

4. In non-steps model, we proposed a comprehensive
utility function to express the total utility of buyer and
seller when they reach an agreement. In steps-contained
model, we take time factor into consideration, which
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means the steps of iteration process will cause an
affection on the utility of buyer and seller when they
complete a bargain. An attenuation function is proposed
to describe the property that final utility is decreasing
with the accumulation of time. Function samples are
given and people can design different forms to meet
practical demands in further research.

The remainder of paper is organized as follows. In
Sect. 2, the related works is briefly described. In Sect. 3,
system model is established and introduced. In Sect. 4,
system security and efficiency problems are formalized as a
Bargaining Game. In Sects. 5 and 6, analysis is based on
Non-Steps model and Steps-Contained model respectively.
Simulation results are illuminated in Sects. 7 and 8 draws
conclusion of this paper.

2 Related work

2.1 Ratio resource allocation in D2D
communication

There are already many works discussing about the resource
allocation problem in D2D communication, most of them
made efforts on maximizing spectrum efficiency or power
efficiency in systems which D2D users shared the spectrum
with cellular users. In [2], an optimal resource allocation and
mode selection algorithm for both cellular and D2D users is
focused on, and formulate a problem of maximizing the
weighed sum rate of all the users. In [3], four energy-efficient
resource allocation algorithms for spectrum sharing systems
following the underlay and overlay paradigms are proposed,
which are effective in real world scenarios both in terms of
achieved energy efficiency and in terms of computational
complexity. In [4], energy efficient power control for D2D
communications underlying cellular networks is investigated,
where both the total energy efficiency and individual energy
efficiency have been considered. In [5], a BS (Base Station)-
centric system scheme for D2D resource allocation is pro-
posed and the Unknown Channel Quality (UCQ) problem
which exists uniquely in D2D communication is focused.

Recently, the potential for security risks is a relatively
new area in security research with the development in
communication technologies, such as 5G wireless networks
[6, 7]. In [8, 9], two fundamental and interrelated aspects of
D2D communication, security and privacy, which are
essential for the adoption and deployment of D2D are
investigated.

Wireless communication networks are particularly vul-
nerable to eavesdropping and impersonation attacks due to
the broadcasting nature of wireless channels, which makes
traditional security approaches employed symmetric and
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asymmetrical cryptographic algorithms to achieve com-
munication confidentiality and authentication respectively
is not suitable any more. Fortunately, Shannon’s informa-
tion theory [10] secrecy analysis, which defined that
security level depends on the amount of information known
by eavesdroppers. A perfect secrecy can be achieved when
the eavesdroppers ignore the transmitted information
completely, except for just randomly guessing the original
information bit by bit [11, 12]. Based on Shannon’s work,
Wyner defined secrecy capacity [13] in 1975, which means
the confidential communications can achieve a maximum
message transmission rate using wiretap channel coding
and becomes a measurement criterion for describing a
perfect secure communication in a wiretap channel. In
Wyner’s theory, secure information can be transmitted at a
nonzero rate when the propagation condition of main
channel is superior to that of eavesdropping channel. And
in [14], the secrecy capacity of Gaussian wiretap channel
was study. The private information can be perfectly pro-
tected when the transmitting channel is better than the
eavesdropping channel. However, in the real world, it is
hard to meet the restrictions of secrecy capacity [15, 16].
Artificial noise is an interested application that is created
such to degrades the eavesdropper’s channel but does not
affect the channel of the intended receiver, thus allowing
perfectly secure communication [17].

In [18], a scheme that some jamming nodes transmit
factitious noise to interfere the malicious eavesdropping
nodes is proposed. This cooperative-jammer model has
become a hotspot in physical layer security research.
However, since jammers have to consume additional
energy to provide the jamming service, source nodes that
benefit from it need to compensate jammers [19, 20]. Cost
balance and incentive mechanism in this cooperation is
also a research direction. To optimize a profit of both
sources and jammers and allocate resource efficiently,
game theory is employed [21].

In [22], the problem of robust uplink power control for
SINR maximization in OFDMA-based D2D cellular net-
works under bounded channel state information (CSI)
uncertainty and outage probability constraints is solved
under a Stackelberg Game model. With Auction Game
theory, [23] achieves a unique Nash equilibrium point for a
new spectrum trading scheme based on supply and demand
curves for service providers (SPs) and the D2D user.

2.2 Physical challenges in D2D communication

In [24], the pioneering concept of device-to-device com-
munication is proposed, which is a promising technology
[25] to permit wireless equipment to exchange information
directly without the control of central servers or base sta-
tions. Since direct communication between device-to-

device users is employed [26, 27], the physical properties
of resource sharing and energy control are critical evalua-
tion criterion for cellular wireless network. Spectrum
multiplexing, power allocation and mode selection are
adopted in [28-31] for improving the system efficiency.
Physical layer attacks and security risks are classified by
the Third Generation Partnership Project (3GPP) Security
Workgroup in [32]. In [33], five secure requirements are
introduced in wireless communication for resisting differ-
ent attacks including malicious eavesdropping [34, 35].
Due to the natural properties, D2D communication is more
vulnerable to suffer attacks in wireless networks [36].

2.3 Security solutions for D2D communication

For the requirements of transmission security, different
approaches [37-41] are proposed for D2D communication
including developing a Stackelberg game to maximize the
secrecy capacity and power efficiency of both cellular and
D2D users in an underlay communication. Game theory
has become a new and effective approach for this problem
[42, 43]. Literature [44] develops a Stackelberg game in
which cellular users are considered as leaders and D2D
users are considered as followers. This approach maxi-
mizes the rate of cellular users and secrecy capacity of
D2D links by optimizing the transmission power and
channel access of D2D links. Wang et al. in [45] introduced
Stackelberg game to deal with the resource sharing prob-
lem in cognitive radio networks. In [46], Pei and Liang
proposed a resource allocation protocol overlaying two-
way cellular networks with the concept of Pareto Bound-
ary. Auction is another popular approach to solve the
resource allocation problem. In [47], Xu et al. proposed a
reversed iterative-combinatorial auctions (I-CAs) algo-
rithm for spectrum allocation and reduced the interference
between D2D and cellular users.

In [48], Zhang et al. modeled the system in which both
D2D pairs and cellular users reach for a set of resource
blocks. They made the users cooperate with one another in
a coalition-game-approach. Resource allocation with game
theoretic approaches has been a research direction. The
above references are mainly based on power allocation and
concentrates on physical layer security in device-to-device
communication.

3 System model
3.1 Model assumptions
In this paper, system communication model is considered

as a multi-user wireless cellular network in the control of a
central base station, where several DUEs simultaneously
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exist as legitimate users and share resources with common
CUE:s.

On the one hand, this communication system is com-
prised of several CUEs and DUEs. On the other hand, one
or more malicious eavesdroppers may conceal real identity
and hide in these multiple network nodes to wiretap other
users’ information silently. As CUEs own more security
strategies on application layer with cryptology encryption,
DUEs are more vulnerable due to device-to-device trans-
mission characteristics. The eavesdropping risk on DUEs
ought to be taken into consideration urgently.

In the above situation, DUEs are supposed as potential
victims. Thus, CUEs can act as jammers to assist DUEs get
rid of security risk. Jammers broadcast interference signals
as noise to deteriorate the wiretap channels. When the
propagation condition from DUEs source to malicious
users is inferior than that from DUEs source to DUEs
destination. The information can be transmitted in a per-
fectly secure condition with a nonzero value. This value
called as secrecy capacity represents the maximum trans-
mission rate of secure information in a communication
process. The secrecy capacity is considered as one of
factors evaluation standards in this paper.

For this model, the priority of CUEs and DUE:s is equal
in status. We take both CUEs and DUEs into consideration
is reasonable and emphasize the income of entire base
station. As a sufficient but unnecessary condition, maxi-
mizing the benefits of base station requires to optimize both
cellular communication and device-to-device pairs. More
refined, each CUE and DUE in the cooperation process
acquires optimal utility.

As a common scenario, each CUE and DUE has a single
antenna which means a DUE is assisted by a specific CUE.
As shown in Fig. 1, there are multiple DUE-to-CUE pairs,
where a DUE source is assisted by a specific CUE jammer
to resist malicious eavesdroppers in each pair.

4 Proposed bargaining game scheme

4.1 Evaluation standards

4.1.1 Base station

The benefit of the entire base station is comprised of utility
of CUEs and DUE:s. There are multiple DUE-to-CUE pairs
in the network. We denote the set of these pair indices
{1,2,3,...,I'} by I'. To each pair i, the utility of DUE and

CUE is defined as UDUi and UCJi, respectively. Benefits
function of base station is
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Fig. 1 System model in a cell with a central base station

Cellular Channel
DUE Main Channel
Wiretap Channel
CUE Jamming Channel

Ups = Upy + Ugy
=2 Ubu + ) Ve
il il (1)
— Z U;_)UE7107CUE pair
icl
= (Upy, + Ucy) (2)
icl
In order to maximize Ugg, this paper concentrates on
promoting Upy, and Ugy, of each pairs.

4.1.2 DUE sources

DUESs concentrate on the security performance. Assuming
the transmitted power of DUE source and CUE jammer is
Pp, and Pc;,. The channel gain from DUE source to DUE
destination and malicious eavesdropper is hp, and hpg,,
respectively. The channel gain from CUE jammer to DUE
destination and malicious eavesdropper is hcp, and hcg,.
The channel bandwidth is W. The Gaussian white noise is
N. Each DUE main channel achievable information rate is

given as
Pp,hp,
Lot ) 8

Cpy. = Wlo 1+
U g2< N + Pcjhep,

The corresponding DUE wiretap channel is given as

Pp,hp, )

4
N + Pcyhck, “)

CDE, = W10g2 <1 +

To guarantee the security of DUE source and ensure
malicious eavesdropper obtain almost nothing from the
wiretap channel, the secrecy capacity which means dif-
ference value between two channel is defined as

Ry, = (Cpy, — Cpg,)* (5)

where " means maximum between 0 and . According to
[21] and [49], we assume the interference from CUE
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jammer to DUE destination is far less than background
thermal noise. Formula (5) can be revised as

+ PD h[) PI)»hDE "
Ry, = (Wlogy (1 +—) — Wlog, ( 1+ —5——
DU ( ng( TN ) ng( TN T Poyher

(6)

As CUEs provides the DUEs with jamming service,
DUEs have to pay back compensation because of the
selfish of CUEs. Assuming the unit price of jammer power
bought from CUE jammers is defined as 4; and different
CUE jammers enact its own specific unit price indepen-
dently. The payment function of a DUE source is given as

Upayment = /liPCJ,' (7)
Therefore, the total utility function of a DUE source is
Upy, = Rgui = Upayment (8)

4.1.3 CUE jammers

A CUE mainly considers their remuneration from the DUE,
which buys jamming service. The profit function of a CUE
jammer is given as

Uincame = ;LiPCji (9)

In addition, all of the power allocation is under the
control of central base station. Base station allocates extra
resource for CUE jamming service and this power can be
incorporated into their own transmission. The transmission
rate of CUEs is promoted and the gain can be defined as

ARy, = RE — RE, (10)

Pc. + Pcy)he,
ARy, = Wlog, <1 +%)

Pc.h (1)
—W10g2(1 +CC)

N

where R¢ is the transmission rate of CUE Jammer without
provide jamming service, but R{}" is the transmission rate
of CUE Jammer that provide jamming service. Channel
gain from a CUE to base station is h¢, and the original
transmitted power before adding jamming service is P,.
Taking both compensation profit and transmission rate
profit into consideration, the total utility function of a CUE

jammer can be summarized as
UCJ; = ARCJ; + Uincome

(12)

4.1.4 Properties of utility functions

As described above, comprehensive utility function of both
CUE jammers and DUE sources is involved. Formula (8)
and (12) are functions of parameter /; and P, 7 Notice that

when CUE jammer raises the unit price, DUE will reduce
the jamming power provided from CUE jammer. When /;
is fixed, there is an optimal jamming power we denote as
Pg; because if jammer power is too low DUE can’t acquire
good jamming service but if jamming power is too high
DUE can’t afford it. And every 4; corresponding to an
optimal jamming power P, . So P is a function of /; that
the value of /; produces an effect on P, . This property of
feedback function Pg, (4;) will be demonstrated in further
detail below. Therefore, both formula (8) and (12) are
functions of 4; after revising.

Theorem 1 7o utility function Upy,, P¢;. is a decreasing
feedback function of 1;.

Proof The primary goal of a DUE source is to maximize
its own revenue, which is reflected by utility function Upy,.
Hence, this strategy can be formulated as

(13)
O

max UDU; (PCJ/.)

Definition 1 To i€ I, let yp = hp,/N, ypg, = hpg, /N,
and ycg, = heg, /N.

The utility function is revised as

PD,hD) ( Pp hpE, ))
Upy =W| lo 1+——) —lo 1+——
DU; ( gz( N 82 N+ Pesher,

- Upayment

(14)

Pp.vpE;
= W| log,(1 + Pp.yp.) — lo ] +—
( 82( D,VDl) 82( 1+PCJAVCE,»

—AiPcy,
(15)

Differentiate Eq. (15) to argument Pc;, as follows:

OUpy, _ WP, )pg,VcE, [ In2 _
0Pcs, (14 Pesve, + Poyos) 1+ Pesyer)
(16)
To acquire extreme values, let
oUpy.
— =0 17
P (17)

After rearranging, Eq. (17) is formed into a quadratic
equation

"/ZCE, P 2CJ,- + (2ycg, + PppeveE,) - Pe,

In2-WPpYprVeE.
+ <1 + Pp,Vpe, — ;I /DE, /CE‘> =0

(18)

Definition 2 Let A=19%;, B=2ycs +PpYpgrcE.
C =1+ Ppypg,and D = WPpyppycg, - In2.
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Equation (18) can be simplified as

D
APy, +BPg;, +(C—=)=0,A#0

Ai

(19)

Analysis  Closed-form solutions of a quadratic equation is
directly related to A and can be described as

. _—BEVA

P 20
CJ; 24 ( )
where

D
A:BZ—4A(C—I> (21)

Notice that Pg,; should be greater than zero, thus
Eq. (20) is revised as

-B+ VA

Py, =
e 24

(22)

1. If A=0, Eq. (19) gets the only solution P, = 52.

2. If A>0, Eq. (19) gets two solutions and derivative
function of Eq. (17) holds two extreme values called
PIC 7. and P2C 7 According to the waveform of the curve,
Eq. (17) is an increasing function where PC]I‘<P1CJi
and Pcy, > P¢,; . Between Py, and Pg,, Eq. (17) is a
decreasing function. Thus, maximum value P*CJ,, will
get at peak point PICJ[ or the rightmost point of the
definition domain. Notice that P} ;. 1s decreasing with
Ai.

3. If A<O0, Eq. (17) is always greater than zero which
means P, will get at rightmost point of system power
threshold.

All of these three cases, P, is related to 4;. In practical
scenario, it is inevitable that there are several extreme
values of wave in the curve of derivative function and Pg,;
will get at the peak point. Therefore, we can draw a con-
clusion that Pg; is a decreasing feedback function of /4.

4.1.5 Price mechanism

As a complex system usually has a variety of evaluation

criteria, two efficiency functions respectively based on

DUE sources and CUE jammers are proposed. The effi-

ciency function of a DUE source is a ratio of secrecy

capacity to payment of jamming power:
Ry

Iovi = 5P i

(23)
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With a constant factor o to balance the cost of each CUE
jamming service, the efficiency function is given as

— i 24
Mcy, 2P, (24)

Simply based on Eqgs. (8) and (12), strategies about how
DUE sources and CUE jammers will make decisions on
unit price 4; is unobvious because the bought jamming
power is affected by unit price. Even substituting the
jamming power in form of P¢;,(/;) and rearranging the two
formulae into a function just about 4;, it is highly probable
that respective sets of optimal solution A are not inter-
secting each other. Thus, it is hard to achieve the aim of
system model by optimization theory just with objective
functions Eqgs. (8) and (12).

However, by joining the constraint equation based on
Egs. (23) and (24), it is possible to restrain strategies about
DUESs and CUEs in a distinct direction.

Theorem 2 Given a DUE-to-CUE pair, according to
constraint Egs. (23) and (24), on condition that both DUE
source and CUE jammer consciously maximize their utility
functions, that is to say, to maximize both utility function in
constraints of Eqs. (23) and (24), a sufficient and necessary
condition is acquired:

Each DUE source lowers A; as much as possible.Each
CUE jammer raises 1; as much as possible.

Proof Both Egs. (23) and (24) are efficiency functions for
evaluating DUE sources and CUE jammers. It is obvious
that each DUE-to-CUE’s strategy is to maximize these
functions:To a DUE source:

maxipy, (25)

To a DUE source:

maxi)cy. (26)
O

Firstly, to Eq. (25), it is the reasonable to simplify
fraction expression with logarithmic function because we
can convert it from division to subtraction for decreasing
the complexity of calculation. The conversion is given as

Inypy, = In(RYy,) — In(Z:Pcy,) (27)
Definition 3
Epu, (Pcs,) = In(npy,), Erpy, = In (RgU,')
Then rearrange the Eq. (27) as:
Epu, (Pcy,) = Ejj, — In(4Pcy,) (28)

Differentiate Eq. (28) to argument Py, as follows:
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OEpy, OEL, 1

OPc;,  OPcj,  AiPcy (29)
/
gy,
0P¢j;,  Pgy,

Notice that in this constraint, derivative function of
Eq. (28) is independent of 4; which means the extreme
value is just related to Pcj,. Each DUE source is able to
hold the optimal P, for maximizing Eq. (23) explicitly.
As a fraction expression, the maximum value of Eq. (23) is
still a decreasing function about /;. Each DUE source will
lower the value of A; self-consciously.

Secondly, Eq. (26) can be revised as

W10g2(1 + W) — W10g2(1 + PC,"\?C’) + pAiPcy,
Ne, aPc;
_ ARCJ,-
aPcy,
(30)
Definition 4 Let ECJi (chi) = N¢y,» EICEJZ = éﬁg'
Rearrange the Eq. (30) '
1
Ecy(Pcy,) = ES + i (31)
Differentiate Eq. (31) to argument Pc;, as follows:
OEc;, OEY
Cli CJ; (32)

OP¢;,  OP¢y,

Notice that Eq. (32) is also independent of A;. As
Eq. (31) is a sum form, a rationally CUE jammer will raise
the value of as much as possible to maximize its efficiency
function.

4.2 Interest competition and bargaining game

The above problem of DUE-to-CUE pairs’ utility is a price
competition based on unit price 4;. Each DUE source is a
buyer and each CUE jammer is a seller. As being described
in Theorem 2, each of sides has its own strategies to
maximize utility function respectively and it is difficult to
solve this problem simply using optimization theory. For-
tunately, as system model can be divided into DUE source
sides and CUE jammer sides, this problem can be modeled
as a bargain game about 4;.

In this section, we summarize the optimization problem
into a price competition that each participant has a different

view of the optimal outcome and they need a collective
choice for a compromise. In a DUE-to-CUE pair, there are
two opponents and at least one result is beneficial to both
sides. The total revenue of the agreement reached by both
sides should be greater than the sum of the proceeds
obtained separately when participants do not reach an
agreement. That is to say, it is not a zero-sum game.
Bargaining game is a suitable model to describe the
problem mentioned above. In the Bargaining game, the two
sides of buyer and seller carry out a game on price and
finally negotiate an agreement.

Therefore, it is reasonable to apply Bargaining game
approach to system model analysis and acquire the optimal
price called Nash Bargaining Solution (NBS) for each
DUE-to-CUE pair.

5 Bargaining game under non-steps model

In this section, we concentrate on a bargaining game under
a non-steps model. Non-steps means the grand total of
iteration process is not in evaluation criteria. First, we
analyze both sides of buyers and sellers. Then, we propose
a synthetical profit function, which represents the utility
function of a bargaining game. Finally, we illustrate the
iterative algorithm in pseudocode.

5.1 DUE sources (buyers) side and CUE jammers
(sellers) side analysis

5.1.1 DUE sources side

A DUE source prefers to start the bargain from a lower unit
price and holds a maximum threshold that the unit price
must be less than it, otherwise the DUE source will not buy
the jamming service and quit this bargaining game.

Theorem 3 To each DUE source, there is an accept-
able range of unit price A;, which is limited by a maximum
value A"

Proof Considering the restriction that the secrecy capacity
with a jammer should be greater than that without jamming
service, a difference value representing the practicability is
proposed as

+
5+ st $*
ARy, = [RDU,- win s ~ Rpy, withoutj} (33)
where AR}y, is greater than zero. O
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Rearranging Eq. (33), we get

. Pp.h
ARf)i = {W(logz(l +M) - logz(l

Pp,hpE, ))
Pp.hp, Pph
7W<log2(1+7n’ D’) 710g2<1 " Di7DE: DE )) }
N
Pp.hpE, Pph
ARS — DMDE\ D, NDE,
Rp, {W<10g2<1+ N log, 1+N+Pc1hc5

Notice that for any Pcj, > 0, ARE)U,- > 0 is always ten-

able. However, for practical purposes, ARE;U’, gets a mini-
mum threshold and Eq. (33) is revised as

+ +
AR%U,- > AR%U; thmin (35)

It is obvious that ARgU,» is an increasing function of Pc¢y,.
Thus, Pcj, holds a minimum value PP to make the
inequality to be tenable.

Meanwhile, when Pc;, tends to infinity, a limitation is
given as
pJim ARS), = W log, ( + %) (36)

When P¢;, increases to a certain degree, ARf): is almost
changeless and is approximately equal to Eq. (36). That
means we can acquire an approximation P * that satisfies
the following conditions:

S+
lim AR} U

St appro
Pej—+00 ARDU,» (PCJi )

<& (37)

where ¢ is a value small enough.

In addition, a DUE source shares resource with a CUE
jammer in an underlay way, there is a maximum threshold
of jamming power to avoid interference on D2D commu-
nications. Therefore, the maximum value is given as

P = min(PE™, PER™) (38)

According to Egs. (35) and (37), there is a scope of P¢y..
As being described in Theorem 1, P¢j, is a decreasing
feedback function of 7;. Unit price 4; also has a scope.

Definition 5 Let 4" represents the maximum threshold

of unit price and A" is the minimum value. A new con-

straint condition is acquired:
min 1 max
A< < 2 (39)

Equation (39) is a primary condition in price bargaining
game.

@ Springer

5.1.2 CUE jammers side

The utility function of a CUE jammer is defined in Eq. (8),

differentiating this function to /; and setting it to zero, we

will get

oUg, aARCJ
0/ S0k

OP¢y,
04

+ BPcy, + Bl (40)

It is difficult to calculate extreme value by using partial
derivative directly, but we can initiate a bargaining game to
get the solutions with Eq. (39).

5.2 Evaluation function

As considering the benefits and fairness of both sides at the
same time, we proposed an Evaluation Function to describe
the utility diversity of a DUE source and a CUE jammer in
each pair, which is similar to the variance. This function is
aimed to guarantee the fairness of the buyer and the seller,
and control the utility gap in a reasonable range. The
Evaluation Function is a criterion for design a Compre-
hensive Utility Function in the next subsection. The two
heuristic algorithms proposed in this paper are also com-
prised of this concept.

5.3 Comprehensive utility function

In a bargaining game, the total revenue under an agreement
is greater than the sum of proceeds without an agreement.
In order to reach an agreement on the price as soon as
possible, the total revenue called comprehensive utility
function needs to be designed. This function should meet
following properties:

1. The function is a composite function on utilities of a
buyer and a seller, which is increased with either side.

2. Under an agreement, the value of function is always
grater that out of the agreement. The agreement can be
a specific constraint.

3. The value of function is finite in domain and the
function holds at least on peak point. The monotonous-
ness and concavity are not rigidly restricted as long as
this function is able to filter one or more extreme value
cooperated with the Evaluation Function mentioned
above.

4. It is also possible that points on two sides of the
domain reach the maximum value.

The comprehensive utility function can be designed in
different forms to meet above requirements. In this paper,
we propose a simple H-formula of this function which is
defined as
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H(UDU”UCL):&UDU;‘F(] _5)UCJ’ (OS(SS]) (41)

where the agreement constraint is given as

H (Upu,,Ucs,) > Upy, + Ugy, (42)
agree disagree  disagree

Theorem 4 The above H-formula is a comprehensive
utility function.

Proof To property (1), it is obvious tenable.

To property (2), the H-formula is linear to both sides. As
0 changing from 0 to 1, the utility of H-formula changes
from DUE sources to CUE jammers. When a buyer and a
seller cannot reach an agreement, one of the sides will quit
the bargain and the utility function is not taken into
consideration. Thus, Eq. (42) is tenable.

To property (3), the H-formula can be revised as

H(Upy,,Ucy,) = K1Upy, + KxUcy,, (K1 + Ko =1)  (43)

As being described in Theorem 1, Upy, holds a peak
point in real scene and is upward convex to Pcy, in its
domain. According to Theorem 2, the strategy of a CUE
jammer is to raise unit price as much as possible and it do
not know the strategy of the corresponding DUE source.
Therefore, Ucy, can be simplified as an increasing function
to 4;. Although the increase—decrease characteristics to unit
price of the two utility functions is different, an extreme
value still exists in each domain. In addition, the two
curvilinear figures are not in the same shape, it is obvious
that the linear composite function holds at least one
maximum value points.

To property (4), in practical scene, the endpoints
represent minimum and maximum threshold of unit price
and it is rarely to meet the requirements of Evaluation
Function at these two points. Therefore, the accept-
able maximum value will not exist at endpoints in this
model. O

5.4 Algorithm

We proposed an algorithm for calculating optimal unit
price under a bargaining game. As a bargain, each DUE
source bids from a low unit price. And the corresponding
CUE jammer bids from a high unit price. Two initial prices
are represented by A" and 2™, respectively. In the sub-
sequent process, the buyer increases the unit price with a
small value ¢ and seller decreases the unit price with ¢. This
process continues until they reach an agreement when the
value of comprehensive utility function is maximal or is
approximate to maximum value in an acceptable range. In
addition, the requirements of Evaluation Function should
be always satisfied. And we can get Nash Bargaining
Solution: Unas(4;, P¢y,(4]))-

f(N)

The algorithm is written in pseudocode as:

Algorithm 1 Procedure of A} in Non-Step Scheme.

Il'lpllt: )\min’ )\max (/\min < /\max)
Output: )}
1: /\DU7 — /\min;
2 )\CJ, — /\max;
3. H* + max(H()\Dui ), H(ACJi));
4 N H™Y(H*);
5: while A\py, < Acy, and EF(A\py,, Acy;) do
6 Apu; ¢+ Apu, + 6;
7
8
9

Acy; < Acy; —
if max(H ()\DU,), (Acy;)) > H* then
: H* <—ma,x( (Apu,), H(Acy,))s
10: X« H™Y(H*);

11: end if
12: end while
13: function EF(Apy,, AcJ,)

14: if Upy, > U}D’L&fs’””d and Ucjy, > Ug‘];‘*“’”’ld then
15: if |UDU, —UCJi| < ¢ then

16: return TRUE;

17: end if

18: end if

19: return FALSE;
20: end function

6 Bargaining game under steps-contained
model

In most of the game theory model, they do not consider the
time factor, in fact, many of them deed consider the time.
However, the bargaining game cannot iterate infinitely
which means the process should be completed in finite
steps. The number of steps can be defined factitiously in
order to finish the iteration process within the prescribed
period of time. In a real scene, the utility function is
affected by time and we can use iteration steps to repre-
sents the time factor. The more steps the bargain proceeds
in, the less utility will be at last.

6.1 Attenuation function

The property of affection with time can be defined as an
attenuation function. This function can also be designed in
different forms to describe the above characteristic. In this
paper, we propose a sample based on exponential function
and logarithmic function. The sample is given as

= 0N (0<h<1, N>1) (44)

where 0 is slightly less than 1 and Eq. (44) meets following
properties:
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1. Equation (44) is a decreasing function of N, and
satisfies Nlim f(N)=0.
—+00

2. When the step of iteration is one, the attenuation
function should have no affection on final utility. That

is to say, f(1) = 1.

6.2 Comprehensive Utility Function

With the attenuation function, we can analyze the bar-
gaining game under steps-contained model. The modified
comprehensive utility function of Step-Contained is
defined as

where H is the original comprehensive utility function
proposed in Sect. 5. Note that CUE and DUE have dif-
ferent attenuation function which decide by 6. So f(N)
contains two parts that f’V(N) and fi”/(N), then Eq. (45)

can be revised as
H, =H-f;"(N)+H - f;/ (N) (46)

The attenuation functions will take part in iteration
process in a new algorithm.

6.3 Algorithm

In steps-contained model, Eq. (46) is affected by step of
iteration. The strategy of each DUE source and CUE
jammer are same as that mentioned in Sect. 4. But both
sides need to reach an agreement as soon as possible
because of the time attenuation of utility. The optimal unit
price will be acquired earlier.

Considering the following problem, at the beginning of
process, both buyer and seller do not know whether there
will be a better result in the follow-up iterations. However,
with the optimal unit price A; achieved in Sect. 4, it is
positive that Eq. (46) will not increase when 4; has already
reached A:. Therefore, we can complete the iteration pro-
cess early and take A} as a termination condition. The Nash
Bargaining Solution is acquired as Ungs(4;, Py (4;), N*).
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The algorithm is given as:

Algorithm 2 Procedure of A} "** in Step-Contained Scheme.

InPUt: Amina >\maX7 Nthreshold ()\min < Amax)
Output: \; "V, N*
I: Apy; ¢ Amins
: /\CJi — )\max;
: H* max(H(/\DUi), H()\Cji));
/\;_« new o H—I(H*);
N* «1;
: while /\DUi < )\CJi and EF()\DU“ )\CJl.) do
if N* > Nth'rcsh()ld or )\DUi > )\: or /\CJl- < )‘: then
break;
end if
10: )\DU1 — /\DUi 43
Acy;, < Acs;, — &
122 if max(H(\py,), H(Acy,)) > H* then

0o XN v BB

13: H* + maX(H()\DUi),H()\CJi));
14: A rew « H-1(H*);

15: N*«— N*+1;

16: end if

17: end while

7 Simulations

In this section, we illustrate system properties and
demonstrate the performance of proposed algorithm with
numerical results. All of our simulations are compiled and
built in MATLAB R2017b.

7.1 Simulation setup

To simplify simulation model, we assume that each DUE-
to-CUE pair is under the same environment condition and
we concentrate on the analysis of a specific pair.

For basic non-steps model, DUE source transmission
power is 0.7, the bandwidth is set as 1. Using channel gain
to background noise ratio to improve computational effi-
ciency, the ratio yp, Ycg, Ypg 18 given as 10, 5 and 1
respectively. The original CUE jammer transmission power
is defined as 0.7 and the corresponding ratio yc, is 5. The
cost factor o and income factor f of unit price is both set as
1. We assume that system model transmission is in additive
white Gaussian noise channel.

For advanced steps-contained model, the attenuation
factor 6 of a DUE source and a CUE jammer is given as
0.95 and 0.8 respectively. The priority of both sides is 0.5,
which means buyer and seller are in the equal state. Thus,
the fairness is guaranteed in a price bargain.

Firstly, we introduce the figures about optimal jamming
power P¢y, to unit price /; and analyze the characteristics.
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Secondly, we illustrate the utility function of DUE
source and CUE jammer in a three-dimensional view. The
extreme points are highlighted for describe the relationship
of utility function, jamming power and unit price.

Thirdly, efficiency functions of buyer and seller are
presented for demonstrate the strategy space of both sides.

At last, the existence of unit price threshold is illus-
trated. On the basis of these restrictions, we simulate the
attenuation function and compare the performance of
comprehensive utility function under two proposed models.

7.2 Numerical analysis

Figure 2 shows Eq. (21) is always greater than zero with
threshold of unit price from 0.8 to 2.0. Therefore, the
optimal jamming power is in solutions of a quadratic
equation and as shown in Fig. 3, the optimal jamming
power is a decreasing function to unit price. When the unit
price is raised, a rational DUE source will reduce the
amount of jamming power bought from a CUE jammer.

Figure 4 shows the utility function of DUE source in a
three-dimensional view. Given a fixed unit price, the utility
is an upward convex function to jamming power, the series
of peak points are highlighted in a red line. It is obvious
that the optimal jamming power is decreasing when the
unit price increases for maximizing the utility function of
DUE source.

Figure 5 illustrates this feature more intuitively. With
four specific unit prices, four upward convex curves are
presented together. The peak points marked in black solid
triangles gradually moves to the left side in the horizontal
direction.

As shown in Fig. 6 with a pink line, when the jamming
power is fixed, the optimal utility function of CUE jammer

Delta A
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Fig. 2 Equation (21) to unit price with optimal jamming power
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Fig. 7 Optimal utility of DUE source and CUE jammer

is increased with unit price. Combining both DUE and
CUE, Fig. 7 shows that there are no intersections of the
two optimal utility functions. Therefore, it is difficult to
optimize both sides at the same time.

Figures 8 and 9 shows the efficiency functions of DUE
source and CUE jammer. With a series fixed jamming
power, the maximum value of DUE source efficiency
function is illustrated in a red line and the CUE jammer
side is in a pink line. It is obvious that the DUE source
efficiency is decreased with the unit price while CUE
jammer is opposite. Thus, Theorem 2 is demonstrated.

As shown in Figs. 10 and 11, both R}, and ARS,, are

almost changeless and are approximately evolve into par-
allel lines when Py, increases to a certain degree. Thus,
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Eq. (37) is reasonable and Eq. (39) in Definition 5 is
tenable.
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Fig. 12 Non-steps comprehensive utility function to unit price

Figures 12 and 13 shows the trend of comprehensive
utility function in non-steps model and steps-contained
model respectively. The green bar represents the total profit
under an agreement. The blue bar and yellow bar respec-
tively represents the profit of DUE source and CUE jam-
mer when they do not reach an agreement. In our
bargaining game model, buyer start the bargain from the
left endpoint of unit price while the seller start from the
right endpoint. The equilibrium point under an agreement
will be reached somewhere in the domain. In Fig. 12, the
equilibrium point of unit price is reached at x axis of 3.4.
At this point, the non-steps comprehensive utility function
is approximate to the maximum value and the utility
functions of both sides are close to each other. In Fig. 13,
the equilibrium point is reached at x axis of 5.8 for the
evaluation criterion mentioned in Evaluation Function.

T T T T T T T
I Disagreement: DUE Source Utility
-Agreement: Comprehensive Utility
1.6 - [ IDisagreement: CUE Jammer Utility | |
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Fig. 13 Steps-contained comprehensive utility function to unit price

Notice that, the step number of iteration in Fig. 12 is five
and in Fig. 13 is two. Therefore, the equilibrium point will
be reached more early in steps-contained model.

8 Conclusions

In this paper, we investigate the security and efficiency
problem of device-to-device underlay communication in a
base station cell area with the presence of malicious
eavesdroppers. Fairness of both DUE and CUE are taken
into consideration by maximizing their utility as far as
possible. Problems are modeled into a series of utility
functions related to jamming power and unit price. A price
bargaining game is proposed to solve these problems by
reaching an agreement of unit price. For the non-steps
model, an Evaluation Function and a Comprehensive
Utility Function are demonstrated to analyze the bargain
process. For steps-contained model, the step number of
iteration is involved and an attenuation function is intro-
duced to modify the bargaining game. Algorithms of two
models are proposed to derive the equilibrium point for
reaching an agreement.
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